CTAHOBHUIIE
BBPXY JMCEPTALOHEH TPyl 3a IaBaHe Ha oOpasoBaTesHa ¥ Hay4YHa CTEIEH
“IIOKTOP”

ABTOp Ha JUCEPTALMOHHNS TPy A: EBreHu XpuctoB AHIpECB
Tema Ha IUCEPTALMOHHUS TPy “ABTOMATHU3MpaHa CUCTEMA 3a o6paboTka Ha HHOPMALHS 1
yIpaBJIeHHE Ha CTYJCHTCKH npouecu”
V3rOTBIII CTAHOBHINIETO: A0I.A-p Mpena Boiosa, katenpa “KoMIOTbpHH CHCTEMH U
texuonorun”, PY “Anren Kpaues”, Pyce

1. AkTyasHocT Ha pa3pa0oTBaHHUs B IMCEPTALMOHHHS TPY] npodJieM B HAYIHO U
HAYYHO-NIPHJIOKHO oTHomenue. Cremen u mMamal HAa AKTYaJHOCTTa Ha mnpodseMa H
KOHKpETHHTE 3a1a4H, paspa0oTeHH B IUCEPTANAATA.

OpranusanusTa Ha y4eOHus MPOLEC ¢ aKTyalcH npobieM, a JUTHTaIu3aluITa u ou
yIIeCHUJIA ¥ JBETe CTpaHu — 00yJaBaHu U o0yuJaBaly, KakTo U aJMHUHACTPaTUBHUS [EPCOHAI.
Taka, 4e pOOIEMBT Ha IUCEPTAIUATA € AKTYaJIeH B Hay YHO-IPHJIOKEH aCIieKT.

2. Ilo3HaBa JIM AUCEPTAHTHT CHCTOSHUETO HA npo6jiemMa M OleHsBA JIH TBOPYECKH
JHUTEPATY PHUS martepuaj’?

JlucepTanThT, B CBOSL ABTOpedepar, € MOCOYMI, 4e B AMCCPTAIHOHHHA TPyA uUMa
cnuchbK Ha 131 nuTHpaHyu IUTEpaTy pHA M3TOYHHUKA. He ¢bM mMasa JOCTBII IO CaMMsl TPy, Taka
4e He MOTa J1a 3HaM KakBy ca Te. OT H3JI0XKEHOTO B ABTOpedepara H3IIexa, ue JOKTOPAHTBHT
¥Ma TO3HAHWS B pasryiexaaHaTa 00jacT U IPUTEKaBa HeoOXoiuMaTa TeopeTHYHa OCHOBA 32
YCIIEIHOTO pa3paboTBaHe Ha AUCEPTAMOHHHUSA TPY L.

3. M36panata MeTOAMKA HA H3CJeIBaHe MOXke JH Ja Jale OTrOBOp Ha
[OCTABEHATA IeJI M Ia PelIH 3aJa4YuTe Ha AUCEePTAUHOHHUA TpYA?

@opMy/THpaHUTE L€ U 3a7a4d ChOTBETCTBAT HA M3HMCKBAHMATA 33 JUCEPTAIHOHEH
TpyZ 3a mpuaoOuBaHe Ha oOpa3oBaTeHaTa U HAyIHA CTCICH “noxrop”. M30panara METOMKa
He e Kiacuyeckara ¢ 0030p M aHaIu3 Ha ChHIIECTBYBAIM PCIICHMA, pazpaboTka Ha
KOHI[ENTYaJeH MOJIEI M apXUTEKTypa M CKCICPUMEHTAIHO noKa3BaHe M IIOKa3BaHe Ha
IPHJIOKUMOCTTA Ha TIPe/IaraHoTo PEIICHHUE.

4. B KaKkBO ce 3aK/JI0YABAT HAYYHHTE HJIH HAYYHO-HPHIONKHHTE IPUHOCH HA
nuceprauuonnns Tpya? @opmy/upane H oGocHOBaBAHEe HA HOB HaydeH MpodieM
(o61acT). ®opmyiMpane U 000CHOBABAHE HA HOBA TEOPHH (xumoTe3a). /loka3Bane ¢ HOBH
CpecTBA HA CHIIECTBEHH HOBH CTPaHH B CHIIECTBYBAIMH Hay4YHH npobjeMH H TEOPHH.
Cp3iaBaHe HA HOBH KJIAaCH(GHKAIMH, METONH Ha M3CACABAHE, HOBH KOHCTPYKIHH,
texnotorud u T.H. IloayuyaBaHe H [0Ka3BaHe Ha HOBH ¢axru. IlosyyaBaHe Ha
NOTBHPAUTETHH paKTH.

XapakTep HAa NPHHOCHTE 32 BHEAPSIBAHE: METOAH, KOHCTPYKIHH, TEXHOJIOTHH H T.H.
KakBa e KOHKPETHO 3HAYHMOCTTA HA Te3H IPHUHOCH 32 HAyKaTa H npakTukara?

JlucepTanThT € KiacH(uuupa NPUHOCHTE KaTo Hay4HO-TIPHJIOKHA H [PUJIOKHH, C
KOETO ChbM ChIlacHa. IIpecTaBeHy ca S5 HayIHO-IPHIIONKHH IIPHHOCA 1 2 npunoxHu. He craBa
gcHO OT (OpMyJIHMpOBKaTa, Jamd B JHCEPTAMOHHMA TPyA € HalpaseHa OllcHKa Ha
Tpe/IIOKEHUTE AITOPUTMH ¥ KaKBU Ca Pe3y/ITaTHTe (3a IeTEPMUHUPAHOCT, CIIOKHOCT U T.H. ).
He e sicHO KakBa e ponsTa Ha Merarpad Mojena OT TPHHOC 4. B mpuHOC 5 ce TOBOpH 32
KuOep3aluTa ¥ T Ce M34eprBa ¢ FeHEPUPaHe Ha AntiPhishing xox.

CMﬂTaM, ye IIPUHOCUTE Ca npeaIuMHO MOPUJIOKHU U HE Mora Jia BHUId B TAX Hay4dHATa
gacT.

5. PCSleTaTl/lTe OT JucepTanuoOHHHA TPYA U3II0JI3BAHU JIM ca BeYye B HAy4YHaTa M



conuainHaTta mnpakrtuka? Mma Jau nocTHrHaAT NPSK HKOHOMHYECKH epext u mp.?
JIOKyMeHTH, Ha KOHUTO Cé OCHOBaBa TBbPACHHETO.

Crnopen npusoc 2 ot [IpuiioxHUTe IPHHOCH Ha JAMCEpTaHTa, pa3paboTeHaTa OT HETO
cucTeMa € anpoOupaHa, a allfOPUTMHTE H CIeNUDUYHUTE COPTYyEpHH HMHCTPYMEHTH Ce
M3MOM3BaT B IIpoleca Ha OOydYeHHe Ha CTYJCHTUTE IO CHEHHAIHOCTH (IMTHpaM OT
aropeepara)  “KubGeponepamuu”,  “Kubepcuryproct” u  “UHOpMaunoHHH  H
KOMYHHUKAIIMOHHU TEXHOJIOTHHU ™.

Hsama naHHM W He ca HPWIOXKEHH JIOKYMEHTH KBM JIMCEpTalusaTa, JI0oKa3Ballu
BHEJ/IPSIBAHETO U.

OGmusT Gpoit Ha myOaMKaIMuTe 1o Aucepranusara € 6. [IpaBu Bneyarienue, 4e He ca
PaBHOMEPHO pa3Ipe/eieHH BB BpeMeTo Ha paboTa Haj JucepTalMoHHMsS TpyA. [IBe ca oT
2019 u ocranammte 4 ca ot 2018, a npe3 npexxoxnara 2020 roxuna HaMa myonukanuu. Vima 4
nyOIMKanuM B COOPHMIM C JOKJIAId B HAI[MOHATHM KOHQEPEHLMH M 2 B MEXIyHapoaHa
KOH(pEpeHINH, KaTo BCHYKU ca B beirapus. Exma e camocrosTtenHa u ocraHaiure 5 ca B
cbaBTOPCTBO. He ca My M3BECTHY U HE ca II0Ka3aHK LIUTHPAHKs Ha MyOJIMKaI[MUTe Ha aBTOpa OT
JPYTH aBTOPH (MMa [UTHPAHKS OT ChaBTOPUTE, KOMTO Ha IPAKTHKA Ca CAMOLMTHPAHHS).

[Iy6auKanusTa, KOSTO € Ha aHIVIMHCKY €3UK B MEXTyHapOo/IHa HayYHa KOH(EPEHIUS 1
emquncTBeHa B Scopus (ISSN 1314-2100) HaMa HUIIO OOIIO ¢ TeMaTHKaTa Ha JUCEPTAllHOHHUSA
TPyl U HSIMA CMHCHJI JIa CE IT0COYBA B CIIMCHKA C ITy OJIMKaLI|H.

JMcepTaHTBT € MOCOYMJI, Y€ UMa 6 CTATHH 10 AMCEPTAlMOHHHUs TPy, HO ToBa ca 6
JIOKJIaia, a He CTATHH — T€ HE ca B CIIMCAHMs, a JIOKJIAIU Ha HAyYHH (POPYMH.

6. MoTUBMpaHH NPENOPHKH 3a ObJEm0 H3N0J3BAHE HA HAYYHHUTE M HAyIHO-
NPHJIOKHATE MPUHOCH: KAKBO U KbJe 1a ce BHeApH?

MHTepecHO € apyruTe MOJOOHH DELICHHs M IPOEKTH B Chllara 00JacT KakBH
aITOPUTMHM M3II0JI3BAT M JAJIK OUXa U3IIOI3BAIN MIPEIOKEHOTO OT JHCePTaHTa.

7. JIpyrn BBLIPOCH, 10 KOHTO peHeH3eHThT CYHTa, 4Ye CcJeIBa /a B3eMe
OTHOIIEHHE.

e B rmaBa 1 aucepraHThT TBBPIAM, Y€ € HANpPABHI aHAIU3 Ha (QYHKIHMOHATHOCTUTE U
cpaBHMTeNeH aHamu3 Ha AVC. Hecepro3Ho 3By4H jia ce pasrienar 3 (Tpu) TaKuBa CHCTEMH,
JI0 KOMTO TOM peaHo HsAMA JOCTHII ¥ He MOJKE [a HAIIPaBH OIEHKa Ha (yHKIMOHATHATE UM
BB3MOKHOCTH.

e [Ilocouenute B Tabmuma 1.1, crp. 8 Kpurepuu He KacasdT (yHKIMOHAIHOCTUTE H CH
HanpaBuX TpPyJa Ja TeCTBaM BpPEMEHaTa, IIOCOYEHH 3a W3TEIJISHe W BU3YyaIM3HMpaHE Ha
eJeMEHTHTEe Ha yeb calita M Te ca MHOTO Pa3JIMYHH OT IIOCOYEHHUTE OT JoKTopanTa. EnHara
yeO Oa3upaHa cHCTeMa He MOXKE Ja Ce OLIEHH DPeajlHo, 3all0oTO HayajlHara CTpaHHUIA €
JMHAMHMYHA M 3apeXJaHeTo € MOCTOSHHO. ToBa BpeMme 3a 3apexaaHe obade, MOXKe Ja
3aBHCH OT MHOTO HEIIa M €IHO OT TAX € HalpuMep H3MOJ3BaHeTo Ha pa3inudHu APIs u
CBBP3BaHMS C JPYI'M BBHIIHU mpuwioxeHus. OOema Ha u3TerigeHuTe (aiiose chino ce
pasMuHaBa ¢ JajaeHuTe B aBTopedepara. He mckam Ja KOMEHTHpam IMOCIECIHHS pesl OT
tabJMIiaTa U HeroBara Hay4Ha HH(GOPMATUBHOCT.

KakBo BCBIIHOCT pa3dupa JUCepTaHTHT MO (GYHKIMOHAIHOCTH Ha €Ha uH(pOpMaIMOHHA
cucrema?

e U3pox 3 or M3Boam cien mbpBa IvlaBa € MHOro o6m. He BHISIX oleHka Ha obema
uH(pOpMaIKs/TaHH|, KOUTO IIe TpsiOBa Jja ce 00paboTBar, HO HE CMsTaM, Y€ 3a MOCTABEHUTE
IIEJIM € HAlpaBeH HAKAaKbB [0-0co0eH u30op — u3bpana e MySQL karo CYB/, kosto He €
HEIo HecTaHaapTHO. Ta TO3M U3BOJ € MPAKTUUYECKH OE3CMHCIIEH.

e Ta6muma 2.1 ctp.12 CpaBnureneHn axamu3 Ha Framework cpemure 3a paspaborBaHe Ha



copryep — Te3u “Jla” u “He” ca Ha 6azara Ha KakBH ¥ YUK OTTOBOpH? OTpa3siBaT MHEHHSTA
Ha pa3paboTyMnM WM MHeHHeTo Ha aucepraHTa? Konko woBeka ca yuacTBaiu B
npoy4BaHeTo U oneHkara? OT KbJe ca B3€TH Te3u JaHHU? Hanpumep cpell MOUTE KOJIETH U
CTyJIEHTH Hai-IOIyJIIpHA U U3I10JI3BaHa e cpeara “Laravel”.

Ha ctp. 16 B HauaioTo Ha TpeTa ryiaBa OTHOBO Ce Ka3Ba, 4e€ B Ta3W IjIaBa ce 000CHOBaBa U
onucBa U300pbHT Ha paboTHA cpefia, a B I1aBa 2 U Tabymna 2.1. ce omucaalie mnak ToBa.

Qurypa 3.2. Ha ctp. 17 — Ilpu u3Bexane Ha HHGOPMAIUS 3a TPELIKATE KbM MOTPEOUTENS
IpY BBbBEXJaHEe Ha HsAKakBa WH(OpMalUs OT Herora crpaHa (IMOMbIBaHE Ha (GopMyIsip
HampuMep), OOMKHOBEHO Ce€ TMOKa3BaT HEBAIMIHUTE HJIM HEKOPEKTHHU €JIEMEHTH U Ce JaBa
BB3MOXHOCT Jia ObJIaT BbBEJICHU OTHOBO. B TO3M aJlropuThM Ce MOCOYBa, Y€ Ce OTHBA Ha
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“kpait”. EnHo ye0 6a3upaHo MpuiIokKeHne He MOXe Jla ce Kaxke, 4e UMa “Kpail” peayHo.

@urypa 3.3. Ha cTp. 18 — nopenunara ot 4 Goka 3a mpoBepka U U300p, IPH KOMTO €HaTa
BB3MOXKHOCT € Jla Ce MPONB/DKM KbM ClleBalla MpoBEpKa, a Jpyrara € BpbIIaHE KbM
TeKylnaTa OM JOBeja J0 3alMKiissHe 10 Oe3kpaii, 3amoTo HsiMa OJOK 3a HSIKaKBO IPYro
JIECTBHE W HHINO HE € MPOMEHEHO, 3a Ja ce MpOMEeHH H300pa, ako cMe IoNajHald B

pa3kiioHa “He”.

Qurypa 3.4. Ha cTp. 19 — AKO NOTPEOUTENSAT HE € CTYJEHT M HE € IpernojaBarel, TO ce
CMsITa, Y€ TOM aBTOMATUYHO € aIMUHUCTPATOP, KOETO € JOCTAa HEJIOTUYHO.

3001110 peleHrneTo Ja ce U3IMoJa3BaT OJIOK CXeMU He € yJgauHo cropen MeH. llo-iecHo u
yno0Ho Imieme j1a € jga ce uanoiazBar UML nuarpamu u onucaHue Ha OM3HEC JOTMKara Ha
IPUIOKEHUETO U OTACTHUTE My MOIYJIU C THX.

He craBa sicHo KakBa e poisita Ha MeTarpad mozena. Kakes e To3u copryep X3 B rpada?
HskakBu BBHIIHH MpUIOXKEHHUSI? AKO € coTyepHaTa CUCTeMa, pa3paboTeHa U OIKCcaHa B
JECepTalusaTa, TO TS Ha MPaKTUKa Ce U3MBJIHSBA HAa ChPBBPA, a HE OTAeIHO? Moxe Ou
IIelIe Ja € MO-5CHO, aKO OTAETHHUTE €IEMEHTH OsXa OIMHMCAaHU MO-KOHKPETHO. 3a MEH HeE €
SICHO KBJE Ce H3II0JI3Ba TO3M MOJIE M KaKbB € HEeroBHs IPUHOC KbM pazpaborkara. He e
IpeIMeT M Ha HUTO eJIHa OT IyOJIMKAllMUTEe Ha JUCEepTaHTa U He YCIISIX Ja CU OOSICHS KaKBU
npoOaemMu Ha KuOep3alurara pemasa TO3U MOJEIL.

Tabnuna 3.1 Ha cTp. 22-23 noka3Ba pa3IM4YHU METOU 3a KuOepaTaku. J(aau qucepTanTsT €
TECTBAJT M OIICHSBAJ CBOETO INPHJIOKEHHE KaK ce IbpXKH Npu mnogodoHu artaku? He ca
NoKa3aHu TMOJO00HO pe3ysiTaTd B aBTopedepara, a Iielie Ja € WHTEpeCHa eJHa TaKaBa
OLICHKA.

ITo oTHOmEHWEe HA AHTU(UIIMHT KOIBT, 3a KOHTO IUCEPTAHTHT MpPETEHAHUpa Jla € HEroB
aBTOpPCKM, OMX HCKajla Ja NONHUTaM C KaKBO C€ pa3jMyaBa OT IOJOOHUTE pPELICHHS,
U3II0JI3BaHU HAIlpUMEp B CHCTEMHTE 3a yIpaBieHHe Ha KOH(pepeHIMH (TIpH yrpaBieHHe Ha
PELIEH3EHTUTE U TEXHHS JOCTHII 0 HAa3HAYCHHUTE MM JOKJIAJM 3a PEleH3UpaHe HaIpuMmep)
WK JIpyru yeO Oa3upaHu HH(POPMALUOHHU CHUCTEMH, B KOHMTO C€ IpearnoJiara HIKaKbB
cienu(puYeH BpeMeHeH T0CThIT?

[lanara yeTBbpTa IVIaBa Ha INpakTuka € “PwpKoBojacTBO 3a morpeburens” 3a pabora ¢
omnucBaHara cuctema. B tabmuua 4.1 nocnennus pex € 0coOEHO MHTEpeceH: “AHaHIM3 Ha
curyprocrra — XSS” u “IIpemunan ycnemno npoepku”. KakBu ca OWIH TECT CLIEHApUUTE,
KaK ca IIPOBEJICHU TECTOBETE, M3I0JI3BaHa JI € HAKaKBa cpesia 3a TectoBe? KakBu MepkH ca
B3€TH IIPM HAIMCBaHE Ha KOJa Ha CHCTEMara 3a IpeJ0TBpaTsSBaHE Ha MPOOJIEMH OT Te3M
aTaku?

3amo ce oOpbina BHEMaHue camo Ha XSS araku? Bce mak ce omucBa merarpad Mojen, B
KOMTO ce CIIOMEHaBaT M JIpyru TakuBa. KakBo ce ciryuBa ¢ TsX, TECTBaHa JIU € CUCTeMara 3a
TaKMBa aTakd W KakBM ca pesynararute? Mi3mom3BaHeTto Ha Merarpad Mojena Kak €
JIOTIPUHECIIO 3a MO00psBaHE HAa CUTYPHOCTTA?



8. 3aKII04eHHe ¢ SICHO CTAHOBHINE 2 ce Ja/ie HJIH He HAY4YHA CTeleH.

B®3 ocHOBa Ha TpenocTaBeHUTE MU MaTepHAIH, IOCTHIHATHTE PE3yJITaTH U MPUHOCH,
CHUTaM, ¢ TMCCPTALMOHHMS TPYJ OTIOBAPSl HA M3MCKBAHHSATA HA 3aKOHA 3a Pa3BUTHETO HA
aKaJICMUYHHs ChCTaB B PenyOiuka Beirapus u IlpaBuinuka 3a Hayunu crenenn na BBMY
“H.IA. Banmapos”-Bapna.

Ipennaram na unenoBere Ha Hay4HOTO KypH 1a NPUCHIAT HA MHXK. EBrenn Anzipeen
obpasoBaTenHaTa W Hayd4Ha CTEIEH “nokrop” B Ilpodecronanno wHanpasienue 5.3.
,, KOMYHHKaIMOHHA U KOMITIOTBPHA TeXHHUKa",

Hara: 22.03.2021r. CbCTaBMII: ...

(noonuc)



> 04 M
OPINION ool 4. ‘

on a dissertation for an educational and scientific degree PhD
Author of the dissertation: Evgeni Hristov Andreev
Topic of the dissertation:
"Automated system for information processing and management of student processes"
Prepared the opinion: Assoc. Prof.PhD Irena Valova,
Department of Computer Systems and Technologies, Angel Kanchev University, Ruse

1. Relevance of the problem developed in the dissertation in scientific and
scientific-applied terms. Degree and scale of the topicality of the problem and the specific
tasks developed in the dissertation.

The organization of the learning process is a topical issue, and its digitalization would
facilitate both parties - trainees and trainers, as well as administrative staff. So, the problem of
the dissertation is topical in scientific-applied aspect.

2. Does the PhD student know the state of the problem and creatively evaluate the
literary material?

The PhD student, in his Abstract, has indicated that in the dissertation there is a list of
131 cited literature sources. I didn't have access to the work itself, so I can't know what they are.
From what is stated in the Abstract it seems that the PhD student has knowledge in the field and
has the necessary theoretical basis for the successful development of the dissertation.

3. Can the chosen research methodology give an answer to the set goal and solve
the tasks of the dissertation?

The formulated goals and tasks correspond to the requirements for dissertation work
for acquiring the educational and scientific PhD degree. The chosen methodology is not the
classical one with an overview and analysis of existing solutions, development of a conceptual
model and architecture and experimental proof and demonstration of the applicability of the
proposed solution.

4. What are the scientific or scientific-applied contributions of the dissertation?
Formulation and substantiation of a new scientific problem (field). Formulation and
substantiation of a new theory (hypothesis). Proving with new means of significant new
countries in existing scientific problems and theories. Creation of new classifications,
research methods, new constructions, technologies, etc. Obtaining and proving new facts.
Obtaining confirmatory facts.

Nature of the contributions for implementation: methods, constructions,

technologies, etc.
What exactly is the significance of these contributions to science and practice?

The dissertation has classified the contributions as scientific-applied and applied, with
which I agree. 5 scientific-applied contributions and 2 applied ones are presented. It is not clear
from the wording whether the dissertation evaluates the proposed algorithms and what the
results are (for determinism, complexity, etc.). It is not clear what the role of the metagraph
model of contribution 4 is. Contribution 5 talks about cybersecurity and it is limited to
generating AntiPhishing code.

I think that the contributions are mostly applied and I can't see the scientific part in
them.

S. Are the results of the dissertation already used in scientific and social practice?
Has a direct economic effect been achieved, etc.? Documents on which the allegation is
based.

According to the contribution 2 of the Applied contributions of the dissertation, the
system developed by him is tested, and the algorithms and specific software tools are used in



the process of training students in specialties (I quote from the abstract) "Cyber Operations",
"Cybersecurity" and "Information and Communication Technologies". .

There is no data and no documents attached to the dissertation proving its
implementation.

The total number of publications on the dissertation is 6. It is noteworthy that they are
not evenly distributed in the time of work on the dissertation. Two are from 2019 and the other
4 are from 2018, and in the previous 2020 there are no publications. There are 4 publications in
proceedings with reports in national conferences and 2 in international conferences, all in
Bulgaria. One is independent and the other 5 are co-authored. I do not know and do not show
citations of the author's publications by other authors (there are citations from co-authors who
are in fact self-cited).

The publication, which is in English at an international scientific conference and the
only one in Scopus (ISSN 1314-2100), has nothing to do with the topic of the dissertation and
does not make sense to be mentioned in the list of publications.

The dissertation has indicated that there are 6 articles on the dissertation, but these are
6 papers, not articles - they are not in journals, but papers in scientific forums.

6. Motivated recommendations for future use of scientific and applied scientific
contributions: what and where to implement?

It is interesting what algorithms other similar solutions and projects in the same field
use and whether they would use the one proposed by the dissertation.

7. Other matters on which the reviewer considers that he should take a stand.

e In Chapter 1, the dissertation states that it has made an analysis of the functionalities and a
comparative analysis of the AIS. It sounds frivolous to consider 3 (three) such systems, to
which he does not really have access and cannot assess their functional capabilities.

e The criteria listed in Table 1.1, page 8 do not concern the functionalities and I took the
trouble to test the times indicated for downloading and visualizing the elements of the
website and they are very different from those indicated by the PhD student. A web-based
system cannot be realistically evaluated because the home page is dynamic and the loading
is constant. This load time, however, can depend on many things, and one of them is, for
example, the use of various APIs and connections to other external applications. The
volume of downloaded files also differs from those given in the abstract. I do not want to
comment on the last row of the table and its scientific informativeness.

e What does the dissertation actually mean by functionalities of an information system?

e Conclusion 3 of Conclusions after the first chapter is very general. I did not see an estimate
of the amount of information / data that will have to be processed, but I do not think that for
the set purposes any special choice was made - MySQL was chosen as a DBMS, which is
not something unusual. This conclusion is practically meaningless.

e Table 2.1 p.12 Comparative analysis of the Framework environments for software
development - these "Yes" and "No" are based on what and whose answers? Do they reflect
the opinions of the developers or the opinion of the dissertation? How many people
participated in the survey and evaluation? Where did this data come from? For example,
among my colleagues and students the most popular and used environment is "Laravel".

* On page 16, at the beginning of the third chapter, it is again stated that in this chapter the
choice of work environment is justified and described, and in chapter 2 also table 2.1. this
was described again.

e Figure 3.2. on page 17 - When displaying information about the errors to the user when
entering some information on his part (filling in a form, for example), the invalid or



incorrect elements are usually displayed and it is possible to enter them again. This
algorithm states that it is going to "end". A web-based application cannot be said to have an
"end" in reality.

e Figure 3.3. on page 18 - the series of 4 blocks for check and selection, in which one option
is to proceed to the next check, and the other is to return to the current would lead to looping
indefinitely, because there is no block for any other action and nothing is changed to change
the choice if we are in the "no" junction.

e Figure 3.4. on page 19 - If the user is not a student and is not a teacher, it is considered that
he is automatically an administrator, which is quite illogical.

e In general, the decision to use block diagrams is not appropriate in my opinion. It would be
easier and more convenient to use UML diagrams and a description of the business logic of
the application and its individual modules with them.

e It is not clear what the role of the metagraph model is. What is this X3 software in the
column? Any external applications? If it is the software system developed and described in
the dissertation, then it is actually implemented on the server and not separately? Perhaps it
would have been clearer if the individual elements had been described in more detail. It is
not clear to me where this model is used and what its contribution to development is. It is
not the subject of any of the dissertation's publications and I could not explain what
cybersecurity problems this model solves.

e Table 3.1 on pages 22-23 shows different methods of cyberattacks. Has the dissertation
tested and evaluated its application and how it behaves in such attacks? No similar results
are shown in the abstract, but such an assessment would be interesting.

e Regarding the anti-phishing code, for which the dissertation claims to be his own, I would
like to ask how it differs from similar solutions used, for example, in conference
management systems (in managing reviewers and their access to their assigned review
reports. for example) or other web-based information systems that assume some specific
temporary access?

e The whole fourth chapter is in fact a "User's Guide" for working with the described system.
In Table 4.1, the last row is particularly interesting: "Security Analysis - XSS" and
"Successfully passed checks". What were the test scenarios, how were the tests conducted,
was any test environment used? What steps have been taken when writing the system code
to prevent problems from these attacks?

e Why pay attention only to XSS attacks? However, a metagraph model is described in which
others are mentioned. What happens to them, has the system been tested for such attacks
and what are the results? How has the use of the metagraph model contributed to improving
security?

8. Conclusion with a clear opinion to give or not to give a scientific degree.

Based on the materials provided to me, the achieved results and contributions, I believe that
the dissertation meets the requirements of the Law on the Development of Academic Staff in
the Republic of Bulgaria and the Regulations for scientific degrees of Naval Academy "N.
Vaptsarov"-Varna.

I propose to the members of the scientific jury to award Eng. Evgeni Andreev the
educational and scientific degree "Doctor" in 5.3. "Communication and computer technology".

Date: 22.03.2021 Compiled by: ....cccooveiiriirinne.

(signature)



