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1. Kotn4yecTBeHa cnpaBKa

IIpe/ICTABEHUAT MU 3a CTAHOBHILE AMCEPTAIMOHEH TPYyJ € HamucaH Ha 175 cTaHxapTHH
crpaumE (popmar A4), or kouro 149 crpaHHIM OCHOBEH TEeKCT. CHHCBKBT C H3IOJI3BaHA
nutepatypa e 11 cTpanuium u Bmousa 131 m3rounuka. bposr Ha npunoxenusTa e 9. B Tekcra ca
cucTeMaTH3upany 6 Tabnuiy u 85 ¢urypu. Ilpencrapenus Opoi myOMKauy Mo JUcepTaluOHHHIs
Tpya € 6, OT KOMTO 2 ca M3HECEHH HA MEXIyHAPOJHM HAaydHH KOH(pepeHUuH, a 4 Ha ObIrapcKu

bopyMu..

2. [Ipeamer, mena U 3aga4u

IIpeIMET HA JUCEPTALMOHHUS TPY /] € H3TPaXKIaHe Ha aITOPUTMHU U IIPOrPaMHO OCHUT'y psIBAHE
3a aBTOMATH3HpaHe Ha IpolecuTe 3a 00paboTka Ha MH(pOPMAIMs U YIPaBICHHE Ha CTYJICHTCKO
CBCTOSTHHE.

Llest Ha AECEPTAIMOHHHS TPY/l € AHAIM3UPAHE Ha TEKYIIOTO ChCTOSHUE M KHOCPCUTyPHOCTTA
Ha CHBPEMEHHUTE aBTOMATU3UPAHU CHCTEMH 3a 00paboTKa Ha CTYISHTCKHU MPOLECH, pazpaboTBaHe
¥ IIPAJIOKEHHE HA MOJIENH U aJIFOPHTMH 32 Ch3/laBaHe Ha yeO OasupaHa CHCTEMA 32 aBTOMATH3UPAHEe
Ha aJIMUHUCTPATHBHUTE U CTYICHTCKH IIPOIIECH.

3aj1auy HA JUCEPTAIUOHHHUS TPYI:

1. AHaiM3 Ha XapakTEPUCTHKHTE M CpEACTBaTa 3a M3rpaXJaHe Ha ChbBPEMCHHU
ABTOMATU3MPaHK CHCTEMH 3a YIIPABJICHUE Ha CTYICHTCKOTO ChCTOSHHUE.

2. PaspaboTBaHe Ha KOHUENIMS Ha Ch3laBaHe Ha yeO OasupaHa aBTOMAaTH3MpaHa
MHOPMAIMOHHA CHCTEMa, OLEHKA M W300p HA TEXHONOTHH, OCHIYpsBAlli aBTOMATH3MPAHC Ha
CTYJICHTCKHUTE IIPOLIECH.

3. Cp31aBane HA MOJICNIU U aJITOPUTMHE 3a paboTa Ha aBTOMATU3MpaHa CHCTEMa 3a CJIC/ICHE Ha
CTYIEHTCKO ChCTOSTHHE.

4. VisrpacaaHe Ha MPOTOTHI HA aBTOMATH3MpaHa CHCTEMa 32 yIPABICHUE Ha CTyACHTCKH
nporecy Ha 06a3aTa Ha pa3pabOTEHUTE MOJICTIU U AT OPUTMH.

5. AHaimm3 Ha coTyepHH MOAXONH 3a KHOEPCHIYPHOCT M peau3alus Ha KuOep3amura Ha
aBTOMAaTU3MpaHaTa CUCTEMA.



3. O6mo onucaHue HA JNCePTANHOHHUS TPYA
Temara Ha A¥CEPTAIMOHHHS TPy € aKTyaslHa i ¢ SCHO p3pa3eHa MpaKTuyecKa HacouCHOCT.

B mbpBa I71aBa € HalpaBeH noxpobeH aHanu3 Ha QYHKIMOHATHOCTATE H yA3BEMOCTHTE Ha
ABTOMATH3MPAHM YHHBEPCHTETCKH CHCTEMH 32 CTYJEHTCKO ChCTOSIHUE M M3IOTI3BAHUTE copTyepHH
CpeCTBA 3a TAXHOTO M3TPaXIaHe. PasrieaHu ca aBTOMATH3MPAHU MH(POPMALMOHHA CHCTEMH 32
CTYJIEHTCKO ChCTOSIHHE B GBIATapCKH U YyKIECTPAHHH YHUBECPCUTCTH.

BbB Bropa IJIaBa ¢ IPeJUI0)KeHa KOHICTIH 33 ye6 GasupaHa CHCTEMa 32 aBTOMATH3AIHA Ha
crymenTcku nporecy. IIpeicraenu ca Ga3oBWTE ¥ TMPOrpaMHu yed TEXHOJIOTHH, 6a3u OT JIaHHH,
KOHTPOJI HA BEPCUUTE U codTyepHH aITOPUTMH, U3IIONI3BAHH 34 M3rpaXkiaHe Ha aBTOMAaTH3UpaHaTa
cucreMa. M30paHu ca TeXHOJIOTHUTE: ye6 cbpBbp Apache, peanionna cucTeMa 3a yIpaBlICHHE Ha
6asu napEr MySQL, OCHOBEH IPOrpaMeH €3uK PHP u dppeiimybpK Codelgniter.

B tpera riasa ce 000CHOBaBA U OTHCEA 1360pHT HA paboTHA CPena, nnardopma (framework)
3a pa3paboTKa U 3amura oT xuGepaTaky. [IpeicTaBeHy ca MOJCIIH 1 QITOPUTMH 32 KuOep3aiuTa,
KAKTO ¥ AIFOPUTMH Ha OCHOBHUTE MOZYJIH OT cp3aaeHaTa nHpOpMaIOHHA CHCTEMA.

B yerBppTa IJiaBa ce MPEACTaBsAT Mporpamuara peanu3alis Ha CBH3/IAJICHATe MOJCTH u
ATOPUTMH Ha Pa3pabOTEHUTE MO IIH, TAXHATA e(eKTMBHOCT U peanu3rpaHara (yHKIMOHATHOCT.

Curcremara e anpobupana B 00y4eHUETO Ha qyKIeCTPAHHU CTYICHTH, KOCTO € yIOCTOBEPEHO
B [Ipuioxenue 9.

4. Onenka 3a apTopedepaTa KbM JHCEPTANHOHHH TPYA

AsropedeparsT € ¢ 001 obem or 40 craHgapTHH CTpaHUIH (popmar AS). Cpabpika
CTPYKTYPHO H ChIbPIKATETHO ONMCAHUE Ha mmcepraruonHus Tpy . OTpasssa BIPHO npeICTaBEHOTO
B IECEpTallOHHATA Pa3padoTKa..

5. IlpoBepka 3a OPHIHHAJIHOCT

[IpoBepKaTa 3a OPUTHHAIHOCT Ge W3BBpIIEHA C MOMOIITA HAa CcHCTEeMaTa 33 npoBepka Ha
mrargarctBo (plag.bg), KOSTO HPEraeiia 14 Tpunuona VIHTEpHET CTPaHWIM, CTaTHH, KHUTH ¥
TIepUOIMYHH U3/IaHHS U OTUHMTa PUCKA C 94% Tounoct. Yl 3a BaTa JOKyMEHTa (MCEPTAllMOHEH TPy A
u asropedepar) 1% oT TeKcTa © G MPOMEHEH M MOXe Ja ce cuuTa 3a [JaruaTrcTBaH, a
HENpaBUIHUTE LUTaTH Ca 0%. IlpoBepkara Ha JHUCEPTAUMOHHMAT TPy nokasza 8% pHCK OT
maruaTcTBo, a Ha apTopedepara 6%. Tesu pesynTaTd MH JaBaT OCHOBAHMETO Ja 3asBs, ¢ B
OCHOBHATA CH YacT Tpy/ia € aBTOPCKH.

6. IlpunOCH HA JUCEPTANHOHHHS TPy
HanpaBeHuTe M3BOIH Ca AOCTOBEPHU M OTpasiBat [IPUHOCHTE Ha pa3paboTeHus TPy bux
OTKPOMII CJIEJHUTE OPUTHHAIHY [IPHHOCH Ha JcepTanusaTa;

6.1. Hay4HO-nPUI0KHA

1 HarpaBeH e KPHTHUCH M CPaBHMTEICH aHAIM3 Ha HHPOPMAIMOHHHE CHCTEMH 32
yIpaBjieHue W aIMUHHUCTPUPAHE Ha TPOLEca Ha 00ydeHHe B PEHOMUPAHH BUCILIH yHUIHINA
3aJl TpaHMIa U B CTpaHaTa.

2 Pa3paGoTeH € airOpuThM, 4pe3 KOHTO Ce TMOCTHra YHHKAJIHOCT Ha (aKyITeTHHS
HOMED.
3. CB3ja7eH € MHOTOCIIOEH MOJIEN Ha KuOep3amuTa, ChCTaBeH OT KOMITOHEHTHTE Ha

aBTOMaTHU3UpaHa CucTeMa 3a yIIpaBJICHHUC Ha CTyACHTCKOTO CBCTOSTHHUE.
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4. Ha 6a3ara Ha pa3paboTeHHsi MHOTOCIIOSH MOJIe] Ha KuOep3aliuTa, 4pe3 NpuIaraHeTo
Ha METOJWTE Ha IUCKPETHATA MAaTEMATHKa, ¢ pa3paboTeH MeTarpad MOzelL.

5. Ha 6azara Ha Mojela 3a Kubep3amyTa ¢ OleHKa Ha CHEeNUGHIHATE OCOOEHOCTH Ha
KOMITOHEHTHTE Ha aBTOMAaTH3MpaHa CHCTEMa 3a YIPaBJIE€HHE Ha CTY/ICHTCKO CHCTOSHHE, €
paspaboTeH anropuThM 3a reaepupane Ha AntiPhishing ko, ocurypsBain 3amura ot Phishing
aTakH.

6.2. Ilpuiaoxuu

1. Pazpa6oten e codTyep 3a U3rpakaaHe Ha aBTOMAaTHU3MpaHa MH(pOPMAMOHHA CHCTEMA
3a 00paboTka Ha WH(pOpPMALHs M yHpaBJIeHHE Ha CTYACHTCKUTE MPOLECH, CHITIACHO
M3HCKBAHHUATA Ha aJIMUHKCTpanusTa Ha BBMY , H. 11. Barmapos®.

2. ABTOMATH3MpaHATA CHCTEMa MMa aJalTHBHA MOJYJIHA CTPYKTypa W MOXe j1a Obae
M3I10J13BAHA 34 YIIpaBJIeHHE Ha Ipolieca Ha 00y4eHue Ha CTY/ICHTH B JIPYTH BUCIIH yIHIIHIIA.
Pa3paboTeHuTe ANTOPUTME U CHENH(PHUUHHTE COPTYCpHH HHCTPYMEHTH CE€ M3MON3BAT B
yueOHHs TIpolleC TPU IMOATOTOBKA Ha O0yYaeMH IO CHEIHATHOCTH ,Kubeponeparuu®,
,Kubepcuryproct™ u ,,IHOPMALMOHHN ¥ KOMYHHKAIIMOHHU TEXHOJIOTHH ",

7. Jlureparypa

B Kpast Ha CBOSI JUCEPTAIMOHEH TPyl JOKTOPAHTBT MPEJICTaBs CIUCHK HA IyOIHKAIMUTE CH
10 TeMara, KakTo M y4acTHsTa CH B Hay4HHM (OPYMHM, HAIIBJIHO OTTOBAPAIIM Ha H3MCKBAHUATA.
V3n0I3BaHUAT JIUTEpATypeH 0030p € 100pe CTPYKTypHpaH M ChABPXKA JOCTATBHUCH IIO obem
MH(pOPMAIIMOHEH MaTepyall, OTpa3sBalll U34epIaTe/IHO TCOPETUYHHS ¥ EKCIEPUMEHTANICH OIUT IO
TeMara 0 MOMEHTA.

8. Kpuruuna 0ejie)kKa KbM IUCePTALHOHHUSA TPY/

Boopeku Ge3COpHUTE MOCTHIKEHHS, BCE ITaK HE Mora Jia He oTOesexa ¢ OTpOMHO 3a MEH
pasouapoBaHue (akra, 4e U3XOJHHAT IPOrPaMeH KOJI, TeMa Ha IMCEPTAHOHHUAT TPY/I HE € HaJINYEH
U MPEIOCTaBEH.

ABTOpBT Ha MHOTO MECTa B TPyJa CH MOCOYBA IPEAMMCTBATA HA Open-source. B®B BTOpa
raBa ©3GMpa TEXHOIOTHH, KATO eMH OT apryMEHTHTE B TAXHA M0J13a €, Y€ T€ ¢a Open-source. Jopu
B eJIMH OT COBCTBEHUTE CH IPHHOCH, 3asBsIBA Y€ Pa3pabOTBAHMUAT OT HEro copTyep € open-source.

VI3X0/HKst IIPOrpaMeH Kojl Ha IIpeJioKeHaTa miardopma 3a ,,ABTOMaTH3Upana CACTeMa 3a
06paboTka Ha MHGOPMAIUs U YIPAaBICHHE HA CTYICHTCKH mpornecu’ MosKene na Obie myOauKyBaH
p GitHub XpaHMIHMIIe, M HEroBHs JHMHK Ja ObJe NpPeJOCTABEH 3a MNpEried B KOHKpETHKa M
3aIrl03HaBaHe B JETAlIM ¢ peajln3alusiTa.



9. 3ak/II0ueHHE

CrieJ1 3aM03HABaHe ChC ChABPKAHUETO HA AUCEPTAIIMOHHUA TPY I 1 aBropedepara KbM HEr0O
MOra Jia HaIpaBsi H3BOJIA, 4e Te OTrOBapAT Ha HOPMATHBHO MOCTABCHUTE H3UCKBAHUA 3a mpu100MBaHe
Ha 00pa30BaTeIHA U HAayYHa CTEICH ,,JIOKTOP*.

Crepn 3aro3HaBaHe C IIPEIOCTaBEHUTC JOKYMECHTH 1 ny6nm<au1m Mora Ja HampaBs U3BOJa,
ye T€ OTroBapsaT Ha KpUTCPUHUTE U M3UCKBaHUATA, ITOCOYCHHU B 3akoHa 3a pa3BUTUETO Ha
aKageMU4Hus CbCTaB B Peny6nm<a BLnrapm{ B HpaBI/IHHI/IKa 3a HErOBOTO IIpyJiaraHe.

JlucepTanuoHHuUAT TPyl Ha EBrenu XpucTos AHzIpeeB Ha TeMa ,,ABTOMaTH3HpaHa CHCTeMa
3a 06paboTKa HA MHPOPMAIKs i YIPABJICHHIE Ha CTYy ICHTCKH mporiecu” € coOCTBEHa pa3paboTka Ha
aKTyaJIHa TeMa, C OPUTHHATHY HAYIHH ¥ IIPAKTHICCKH IPHHOCH.

[IpenopbuBaM Ha YBAKAEMHUTE UICHOBE HA HAYHHOTO >KypH Ja OPUCHIAT HA JIOKTOpAaHTa
oOpa3oBaTenHaTa i Hay4yHa CTETICH ,,JJOKTOp”.

Jara: 19.03.2021 r. M3roTBHJI CTAHOBHIIETOS ...oovvrrinnreensinrseennunneessans
/ nou. 1-p Jumutsp Munues /



NIKOLA VAPTSAROV NAVAL ACADEMY

Andreev doctoral student of Naval Academy "Nikola Yonkov Vaptsarov" - Varna

Professional direction: 5.3 "Communication and computer equipment”

Thesis: ,, Automated System for Information Processing and Management of Student
Processes

Reviewer: Assoc. Prof. Dr. Dimitar Petrov Minchev, Center for Informatics and Technical
Sciences, Burgas Free University, Burgas, Bulgaria

1. Quantitative reference

The presented dissertation is 175 standard pages (A4 format), of which 149 pages are body
text. The list of used literature is 11 pages and includes 131 sources. The number of applications is 9.
The text systematizes 6 tables and 85 figures. The presented number of publications on the
dissertation is 6, of which 2 have been presented at international scientific conferences and 4 at
Bulgarian forums.

2. Subject, aim and tasks
The subject of the dissertation is the construction of algorithms and software for automation
of the processes for information processing and management of student processes.

The aim of the dissertation is to analyze the current state and cybersecurity of modern
automated systems for processing student processes, development and application of models and
algorithms for creating a web-based system for automation of administration of student processes.

The tasks of the dissertation:

1. Analysis of the characteristics and means for building modern automated systems for
managing the student processes.

2. Development of a concept for creating a web-based automated information system,
evaluation and selection of technologies providing automation of student processes.

3. Creation of models and algorithms for operation of an automated system for monitoring
student processes.

4. Construction of a prototype of an automated system for managing student processes based
on the developed models and algorithms.

5. Analysis of software approaches for cybersecurity and implementation of cyber protection
of the automated system.



3. General description of the dissertation
The topic of the dissertation is actual and with a clear practical focus.

The first chapter provides a detailed analysis of the functionalities and vulnerabilities of
automated university systems for student status and the software used to build them. Automated
information systems for student status in Bulgarian and foreign universities are considered.

The second chapter proposes a concept for a web-based system for automation of student
processes. The basic and software web technologies, databases, version control and software
algorithms used for building the automated system are presented. The selected technologies are:
Apache web server, relational database management system MySQL, basic programming language
PHP and Codelgniter framework.

The third chapter justifies and describes the choice of work environment, platform
(framework) for the development and protection against cyber-attacks. Models and algorithms for
cyber protection are presented, as well as algorithms of the main modules of the created information
system.

In the fourth chapter the program realization of the created models and algorithms of the
developed modules, their efficiency and the realized functionality are presented.

The system has been tested in the education of foreign students, which is certified in Annex

4. Evaluation of the abstract for the dissertation
The abstract has a total volume of 40 standard pages (A5 format). It contains a structural and
meaningful description of the dissertation. The dissertation is correctly presented.

5. Originality check

The originality check was performed using the plagiarism check system (plag.bg), which
reviews 14 trillion websites, articles, books and periodicals and reports the risk with 94% accuracy.
For both documents (dissertation and abstract) 1% of the text has been changed and can be considered
plagiarized, incorrect citations are 0%. The examination of the dissertation showed an 8% risk of
plagiarism, and 6% for the abstract. These results give me reason to say that the work is not
plagiarized.

6. Contributions to the dissertation
The conclusions made are reliable and reflect the contributions of the developed work. I would
highlight the following original contributions to the dissertation:

6.1. Scientific and Applied
1. A critical and comparative analysis of information systems for management and
administration of the learning process in universities abroad and in the country.

2. An algorithm has been developed through which the uniqueness of the faculty number is
achieved.

3. A multi-layered model of cyber defense has been created, consisting of the components of
an automated system for managing the student state.



4. Based on the developed multilayer model of cyber defense, through the application of the
methods of discrete mathematics, a meta-graph model has been developed.

5. Based on the model of cyber defense with an assessment of the specific features of the
components of an automated student status management system, an algorithm for generating Anti-
Phishing code has been developed, providing protection against Phishing attacks.

6.2. Applied

1. Software has been developed for building an automated information system for information
processing and management of student processes, according to the requirements of the administration
of Naval Academy "N. J. Vaptsarov™.

2. The automated system has an adaptive modular structure and can be used to manage the
learning process of students in other universities. The developed algorithms and specific software
tools are used in the learning process in the preparation of students majoring in "Cyber Operations",
"Cybersecurity" and "Information and Communication Technologies".

7. Literature

At the end of her dissertation, the author presents a list of his publications on the topic, as well
as his participation in scientific forums that fully meet the requirements. The used literature review is
well structured and contains a sufficient amount of information material, comprehensively reflecting
the theoretical and experimental experience on the topic so far.

8. Critical note to the dissertation
Despite the indisputable achievements, I still cannot help but note with great disappointment
the fact that the source code, the topic of the dissertation is not available and provided.

The author points out the advantages of open-source in many places in his work. In the second
chapter he chooses technologies, and one of the arguments in their favor is that they are open-source.
Even in one of his own contributions, he states that the software he develops is open-source.

The source code of the proposed platform for "Automated system for information processing
and management of student processes" could be published in GitHub repository, and its link could be
provided for review in detail and to get acquainted in detail with the implementation.



9. Conclusion

After getting acquainted with the content of the dissertation and the abstract to it, I can
conclude that they meet the regulatory requirements for obtaining an educational and scientific degree
"Doctor".

After reviewing the submitted documents and publications, I can conclude that they meet the
criteria and requirements set out in the Law on the Development of Academic Staff in the Republic
of Bulgaria and in the Regulations for its implementation.

The dissertation of Evgeni Hristov Andreev on the topic "Automated system for information
processing and management of student processes" is his own development on a current topic, with
original scientific and practical contributions.

I recommend to the respected members of the scientific jury to award the doctoral student the
educational and scientific degree "Doctor".
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