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CTAHOBWUIIE
OTHOCHO JUCEPTAIIMOHEH TPY /I HA TEMA

+ABTOMATHU3NPAHA CUCTEMA 3A OBPABOTKA HA HH®OPMALIUA 1
YIIPABJEHUE HA CTYAEHTCKHU IPOHECH”

Astop: EBrenn XpucroB Anpees, 10KTOPaHT B Kat. "WHpopManuonnu TEXHOJIOTHH”
¢akyarer ,Un:xxenepen” Ha BBMY ,,H. M. Banuapos” — Bapua

H3rorBui craHoBHmeTo: npod. 1-p Yasnap Anekcanapos, BBMY ,H. . Bannapos”

1. O6ma XapaKTepHCTHKA HA AUCEPTAMHOHHHSA TPyA. AKTYyaJTHOCT HA pa3spaboTeHHs B
aucepranuaTa npodaem: [IpemocraBeHaTa MM 3a CTAHOBHIIE AUCEPTALMA ChAbPIKA yBOI,
YETHPHU TJIABH, 3aKJIFOYEHUE C IPEIOKEHUE 32 HAYYHOIPHUIIOKHH U TPUIIOKHH IPUHOCH U
CIMCHK ¢ M3MOJI3BaHa IuTepaTypa B oour obem ot 175 crpanuny. ABTopedeparsT € B 00em
or 40 cTpaHMIM W OTpa3siBa IOCTATBUHO H0Ope ChABPIKAHMETO Ha JAUCEpTAlMUiTa H
IIOCTUTHATUTE PE3YJITATH.

B IIbpBa riaBa Ha Ga3aTa Ha OOLUMPEH JHTEpaTypeH 0030p € HalpaBeH MOAPOOCH
aHaTH3 Ha (YHKIHOHATHUTE B3MOKHOCTH HAa aBTOMATHU3UPAHUTE HHYOPMALHOHHH CHCTEMH
(AUC) 3a mpociensBaHe Ha CTYJSHTCKO ChCTOSHHE B YHUBEPCHUTETHTE M H3IIOJI3BAHUTE
codTyepHH CpeICTBa 3a TAXHOTO H3rPaXJaHe H Ca MOCOYEHH TEXHHTE Hak-ys3BUMH
€JIEMEHTH OT IJIeJJHA TOYKa Ha KUOepCUIypHOCTTA.

Bropa riaBa € MOCBET€Ha Ha METOIUTE M TEXHOJOIMYHUTE CPEICTBA 33 M3rPAKIAHE
na AVC 3a CTyJEHTCKO ChCTOsIHUE. Pasrie[jaHd ca OCHOBHUTE yeO-0a3upaHd TEXHOJOTHH,
6a3u OT JaHHM M COMYTYEPHH AITOPUTMH, M3IOJI3BAHU 33 U3rPAXKIAHEe HA aBTOMaTH3UpaHaTa
cucteMa, pa3paboTBaHa B JMCEpTAlMOHHMs TPY/. IIpencTaBena ¢ KOHIUETILHS 32 U3rPaKIaHe
Ha AUC 3a cTyIeHTCKOTO cherosiune Ha BBMY H. 1. BanapoB*, HanpaBeH ¢ CPaBHUTEIICH
aHamm3 3a u3bopa Ha yeb ChpBBp M IporpamHa cTpykrypa (dpeiimyspk). Ha Gasara Ha
M3BBpIICHUs aHAIW3 ca W30paHH HaW-NOJAXOAINMTE CPEACTBA M TIPOrpaMEeH €3UK 3a
U3rpakaaHe Ha CUCTEMAaTa.

B Tpera riapa ca NpeJCTaBeHH alrOPUTMHTE M OJIOKOBUTE CXEMHM 33 ONHCAHHE Ha
JelicTBHATA HAa NOTpeOMTENUTe Ha aBTOMAaTH3MpaHata cucrTema. PaspaboreH e Mozen 3a
kubep3aluTa Ha cucTeMara, 0a3upaH Ha 3a1bJI00YEH aHaIM3 Ha HAH-4eCTUTE kubeparaku, Ha
KOMTO ca TIO/UIOKEHM MH(POpMAIMOHHUTE cHucTeMHu. IIpemsiokeHun ca aaropuTMH 3a
OCHTYpSIBaHE Ha BHCOKO HHBO Ha KHOEPCHI'YPHOCT Ha pa3paboTBaHaTa CHCTEMA.

UeTBBbpTa IJIaBa CHABPIKA ONUCAHWE HA pazpaboTeHara MHGOPMAI[MOHHA CHCTEMA 3a
yIpaBIeHHe Ha CTYJEHTCKMTE NPOLECH M ChCTOSHHETO Ha oOyuaemure B B BBMY ,H. 1.
Bamapos“. ONHCAaHHATA Ca WIIOCTPHPAHH C PealHH H300pakeHHs Ha IOTPEOHTEICKHS
uHTepheiic ¥ BKIOYBAT BCHYKH OCHOBHM JIGHHOCTM Ha MOTpeOMTENMTE HAa CHCTEMaTa —
perucTpaIys Ha moTpeOHuTeN, Ch3/[aBaHe Ha CTYAESHTCKH IPYIH, Ch3laBaHe Ha y4eOeH IIaH
Ha CIEIMAIHOCT, ChAbPKAHWE Ha y4eOHUTE AUCLUILIMHHM, OpraHu3upaHe U IPOBEKIAHE Ha
W3IATH W OLCHSBAaHE HA 3HAHMATA HA CTYJCHTUTE, MOJaBaHe M 00paboTKa Ha 3asBJICHHE 32
pasIMYHM  AJMHUHUCTPATHBHM yciyru. PaspaboreHara cucreMa € CpaBHEHA ChbC
CBIIECTBYBAIIX MH(POPMAIIMOHHN CUCTEMH Ha JIPYTH YHUBEPCUTETH IT ONPE/ICICHH KPUTEPHH,
U3THKHATH Ca HEMHUTE IIPEIUMCTBA.

[IpeMeT Ha IMCEpPTAlMOHHUS TPyH € paspaboTBaHe Ha aITOPUTMH M IIPOTPAMHO
OCHTypsIBaHE 3a aBTOMATH3HMpPAHe Ha [POLeCHTe 3a 00paboTKa Ha HHPOPMALUS U YIPABJICHUE
Ha CTYJEHTCKOTO CHCTOSIHME B YHHBEpCHTETHTE. Temara € akryasHa, ThH KaTo € CBbp3aHa C
MHTEH3MBHOTO M HENPECTAHHO Pa3BUTHE HA yeO TEXHOJOTHMUTE ¥ BH3MOXKHOCTUTE, KOUTO T€
NpEeJOCTaBAT 3a pa3pabOTBaHe W peaju3alds Ha HMHTCPAKTHBHM M WHOBAMOHHH
MH(pOPMAIIMOHHH CHCTEMH 3a yIpaBJeHHe Ha cTyneHTckuTe TporiecH. [Ipu paspaboTBane Ha



TeMata Ha CBOSITA JMCEPTALlHsl ABTOPHT JIEMOHCTPUPA KOMIIETEHTHOCT B 00J1acTIa Ha
MHOOPMALMOHHUTE TEXHOJOIHH U paspaboTBaneTo Ha ye6G-6asupanum HH(YOPMALHOHHH
CHCTEMH C BUCOKO HUBO Ha KHOEPCUTYPHOCT.

2. OCHOBHH HAYYHH M HAYYHO-IPHJIOKHH NPHHOCH: B 3aK/0ueHneTo Ha qucepTannoHHus
TPYA €a IIPCJUIOKCHH CEIeM IPUHOCA, MET OT KOUTO ¢ HAYYHONPHUIOKEH M J1BA C IIPHIIOXKEH
Xapakrep. ChINECTBEHOTO B MPUHOCHATA YacT ce u3passiBa B pa3pabOTBaHE HAa MHOTOCJIOEH
Mozien Ha KuOep3awmuTa Ha 6asata Ha 3a/1b160UYCH CPAaBHUTENCH aHAIH3 Ha ChIIECTBY BAIIIUTE
MH(OPMAIIMOHHN CHCTEMH 3a yIIpaBJeHHe Ha CTYJICHTCKOTO ChCTOSIHUE B YHUBEPCUTETUTE U
Ha aJITOPUTHM 33 OCHIYpPsBAHE HA BUCOKO HMBO Ha 3aIIMTA MPH ONPELEIEH BUI KuOeparaxwu.
punoxuute nputocu ce m3passsar B pa3paboTBaHe Ha IporpameH KOJ 3a peanu3anus Ha
TIPEAVIOKCHHUA aIrOPUTBM M B IIPOBEXk/IAHE HA EKCIEPUMEHTATHH W3CJICBAHHS B peanHu
YCIlOBHA Ha IPUIIOKEHHE Ha cucTeMara. CunTam, Ye IpeTeHI[HHTe Ha aBTOpa 10 MPUHOCHATA
4acT Ha TUCEPTALHUsTA Ca OCHOBATEIIHU ¥ 3AlIMTHMH, a Pe3yITaTUTe OT HEroBaTa pabora ca
TNIPHIIOKMMHU B OBJEIIM U3CIEBAHAS HA KMOEPCHIYPHOCTTA Ha HUH(POPMAITHOHHKUTE CHCTEMH,
H3IOJI3BAHH 32 yIPABIIEHE HA CTYACHTCKOTO ChCTOSHUE, HO ¥ 33 APYTH LEJIH.

B nuceprammsra ca Bmouenn 6 nyGnukamum Ha aBTOpa, IIpEeJICTABEHHM Ha
YHUBCPCUTCTCKH ¥ MEXTyHapoHu KoHpepernun. Exna ot my6imkanuute e CaMOCTOSITENIHA,
OCTAHATUTE Ca B ChaBTOPCTBO, MPEAMMHO € PHKOBOJUTEINTE HA JOKTOPAHTA. ITporokomnu 3a
TIpHHOCA Ha CHaBTOPUTE HE Ca NPHUIIOXKEHH, MOPAJH KOETO CYATAM YYacTHETO HA BCHUKH
aBTOpM 32 paBHONPABHO. [TosBsIBAT Ce U JIBe IUTHPAHHUS HA €IHA OT IyGIHKAIIMHTE B Scopus.
Cunrawm, ye my6iukauuuTe ca CBbp3aHy C AUCepTalusaTa U 0Tpa3siBaT ChINECTBEHATA YACT OT
NOCTArHATHTE pesynrtatd. CduTaM CBINO, Y€ M 1O HAYYHA CTOMHOCT, M KATO Opoii
IyOIMKAIlMMTE OTrOBApAT HA W3MCKBAHUATA Ha perilaMeHTHpAIIUTE JOKYMEHTH (110 Ipymna
nokasarenu I" kanunareT cb6upa 70T. TP MHHUMATHO H3HCKBAHH 30t1.).

3. Kputuunu Genexkn Kpm AucepTauMoOHHus TPyA: Kputnunurte Genexxku ca cBbp3aHu
TJIABHO C HAKOM TEXHHYECKM HEIOCTAaThIM, KAaKTO W CIy4Yad HAa HETOYHA U HEyJaqyHO-
U3IOI3BaHa TEPMHUHOJIOTHSL, Hamp. ,, DPpeiimybpuu®. EXHO U CHINO MOHSTHE ce Cpela B TeKCTa
KaKkTO Ha JIaTHHUIA, Taka W Ha KUpWwiuna. Ha Mecrta e3swkbT He e ChBceM IIPENU3EH |
OIMCAHHUETO HA TEXHUYECKUTE IIOAPOOHOCTH Hamomo0sBa IOBeYe Ha UHCTPYKIHS 3a
CKCILIOATalUsA OTKOJNKOTO Ha OOSCHUTENHA 3allHCKa HA HAy4YHO H3caenBaHe. KakTo Germe
CIIOMEHATO II0-rOpe, MyOJIMKAlMUTE Ca OT YYacTHEe B pa3iduHH KOH(EPEeHI|H, JIUIICBAT
nyO/IMKAlUH B CICHAIM3UPAHH TIEPUOAMYHY H3/AHMAS.

4. 3akmouenne: JokTopaHTbT EBrenu AHJIpeeB € pa3pabOTBal CBOATA JUCEPTALUS KATO
aCHCTEHT B Kar. ,MH(popmarmonnn texHonmormu ma BBMY. Pa6orata ce Oazupa Ha
AOCTAaTbYHO 3aJBJIOOYEH JIUTEPATypeH 0630p M BK/IIOUBA pa3paboTBaHe Ha AITOPUTMH H
TIpOrpamMHO OCHrypsIBaHE 3a aBTOMATU3HUPAHE Ha IPOLECHTE 3a 00paboTKa Ha HHpOpManHs 1
YIPaBJICHUE Ha CTYACHTCKO CHCTOSHHE M H3CIIENBAaHE Ha KMOEPCUTYPHOCTTa Ha TOJOOHH
cucremu. ChINECTBEHHTE YacTH Ha JHCEpTalHATa ca OTPa3eHH B JOCTATBUCH OpOii
yOIMKaIUY B aBTOPUTETHH H3HAHHS, €IHATA MHJICKCUPaHa B MEXIyHApOIHUTe Oa3y NaHHH
C Hay4Ha MH(DOPMAITHS, KOSTO € Beue HUTHpaHa. BcHuko ToBa Mu JlaBa OCHOBAHHE J]a CYUTAM,
i€ NHCCPTAlMOHHMAT TPyJ| OTroBaps Ha M3MCKBAHHATA Ha 3aKoHA 3a PasBUTHETO Ha
aKaJIeMHYHHUSL CBCTAaB B pemyOiuka Bwarapus (BPACPB) u IlpaBuiHHKa 3a HEroBOTO
TpHIIAraHe W 1 MPEnopbyBaM Ha INOYMTAEMOTO HAYYHO XKYPH a IIPUCHM Ha ac. EBrenu
XpuctoB AHzpeeB Hayunarta cTereH »JAOKTOP” B o6Gnact Ha BHcIero obpazoBanue
»» [eXHUYECKH HayKu”, IpodhecHoHamHo HanpasieHue ,,5.3. KomyHukanuonna u KOMITIOThpPHA
TEXHHKA” U OKTOpPCKA IIporpama »ABTOMAaTU3MPaHK CUCTEMH 3a 00paboTka Ha uH(OpMaIHs
U yIpaBjeHue”,

MHara: 15.04.2021 M3rotBui cTaHoBHIIETO:
rp. Bapua (mpod. Y. Anekcanmpos)



OPINION

on a dissertation for obtaining an educational and scientific degree “doctor”
in the professional field 5.3. “Communication and computer technologies”,
scientific specialty “Automated systems for data processing and control”

Author: assistant prof. Evgeni Andreev
Topic of the dissertation: Automated system for information processing and management

of student processes
Member of the scientific jury: Prof. Chavdar Iliev Alexandrov, PhD

1. General characteristic of the dissertation. Relevance of the scientific problem
developed in the dissertation: The dissertation contains an introduction, four chapters, a
conclusion with a proposal for scientific and applied contributions and a list of bibliographic
references in a total volume of 175 pages. The abstract is 40 pages long and describes well
enough the content of the dissertation and the achieved results.

The first chapter, based on an extensive literature review, provides a detailed analysis
of the functionality of Automated Information Systems (AIS) for monitoring student status in
universities and the software used to develop such systems and also identifies their most
vulnerable elements in terms of cybersecurity.

The second chapter is devoted to the methods and technological means for developing
AIS for management of student processes. The main web-based technologies, databases and
software algorithms used for building the automated system developed in the dissertation are
considered. A concept for building an AIS for the student status of the Nikola Vaptsarov Naval
Academy was proposed and a comparative analysis was made for the choice of web server and
framework. Based on the analysis, the most appropriate tools and programming language for
building the system have been selected.

Chapter Three presents the algorithms and block diagrams for describing the actions of
the users of the automated information system. A model for cyber protection of the system has
been developed, based on an in-depth analysis of the most common cyberattacks to which such
information systems are subjected. Algorithms are proposed to ensure a high level of
cybersecurity of the developed system.

The fourth chapter contains a description of the developed information system for
management of student processes and the condition of the students in the Academy. The
descriptions are illustrated with real images of the user interface and include all the main
activities of the system’s users - registration, creating student groups, creating a curriculum for
the specialty, content of courses, organizing and conducting exams and assessing the knowledge
of students, submitting and processing applications for various administrative services. The
developed system is compared with existing information systems of other universities
according to certain criteria, its advantages are highlighted.

The subject of the dissertation is the development of algorithms and software for
automating the processes of information processing and management of the student status in
universities. The topic is relevant because it is related to the intensive and continuous
development of web technologies and the opportunities they provide for the development and
implementation of interactive and innovative information systems for student processes
management. In developing the topic of his dissertation, the author demonstrates competence
in the field of information technology and the development of web-based information systems
with a high level of cybersecurity.



2. Main scientific and scientifically applied contributions: In the conclusion of the
dissertation seven contributions are proposed, five of which are scientifically applied and two
are applied. The essential part of the contribution is the development of a multi-layered model
of cyber defense based on an in-depth comparative analysis of existing information systems for
student management in universities and an algorithm to ensure a high level of protection in a
particular type of cyberattacks. The applied contributions are expressed in the development of
program code for the implementation of the proposed algorithm and in the conduct of
experimental research in real conditions of application of the system. I believe that the author's
claims on the contribution of the dissertation are justified and defensible, and the results of his
work are applicable in future research on cybersecurity of information systems used to manage
the student state, but also for other purposes.

The dissertation includes 6 publications of the author, presented at international and
university conferences. One of the publications is independent, the others are co-authored,
mainly with the supervisors of the doctoral student. For the cooperative publications, no
documents have been submitted for claims of the co-authors, so I believe that the co-authors'
participation is on an equal footing. There are also two citations of one of the publications in
Scopus. I believe that the publications are related to the dissertation and represent a significant
part of the results achieved. I also believe that both in terms of scientific value and number of
publications meet the requirements of the regulatory documents (according to group I', the
candidate collects 70 points with a minimum required of 30 points).

3. Critical remarks and recommendations: Critical remarks are mainly related to
some technical shortcomings, as well as cases of inaccurate and misused terminology, e.g.
»Ppeiimybpru* (The Frameworks, in Cyrilic). The same concept is found in the text in both
Latin and Cyrillic. In some places, the language is not very precise and the description of the
technical details is more like an operating instruction than an explanatory note to a scientific
study. As mentioned above, the publications are from participation in various conferences, there
are no publications in specialized periodicals.

4. Conclusion: The doctoral student Evgeni Andreev has developed his dissertation as
an assistant in cat. "Information Technologies" of Nikola Vaptsarov Naval Academy. The work
is based on a sufficiently in-depth literature review and includes the development of algorithms
and software for automating the processes of data processing and management of the student
state and the study of cybersecurity of such systems. The essential parts of the dissertation have
been presented in a sufficient number of publications in authoritative publications, one indexed
in international databases with scientific information, which has already been cited. All this
gives me reason to believe that the dissertation meets the requirements of the Law on the
development of academic staff in the republic of Bulgaria and the Regulations for its
implementation and to recommend to the esteemed scientific jury to award Evgeni Hristov
Andreev the scientific degree "Doctor” in the field of higher education “Technical sciences”,
professional field ,,5.3. Communication and Computer Engineering” and doctoral program
“Automated Systems for data processing and control”,

15.04.2021 Member of the jury: .................cooooon....,
/Prof. PhD Eng. Ch. Alexandrov/



